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120%

Crowdsourced security is growing at pace

INCREASE IN PROGRAMS 
YEAR-OVER-YEAR

THE AMOUNT OF IDENTIFIED 
VULNERABILITIES MORE THAN 
DOUBLED

IN 2020, 
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Trust

Crowdsourced security for all

Our hacker community grows ever more diverse

Prompt rewards

An ever shortening time-to-resolution

Positive impact of Bug Bounty

Vulnerability disclosure grows in adoption

TOP 5 vulnerability types
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of submitted bugs 
are valid vulnerabilities

55% 
OF VULNERABILITIES
ARE REWARDED 
in less than 
a week 
AFTER THEIR SUBMISSION 
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VULNERABILITES BY CATEGORIES AND %

< 7 DAYS 55% 
7-14 DAYS 19%
14-21 DAYS 8%
21-28 DAYS 5%
> 28 DAYS 13% 

> 3 MONTHS

2-3 MONTHS

1-2 MONTHS

< 1 MONTH

0 10 20 30 40 50 60 70 80

NEARLY 70% 

OF ALL VULNERABILITIES IN 2020 HAVE BEEN 

remediated WITHIN 28 days 
FOLLOWING THEIR ACCEPTANCE

AT THE END OF 2020, FIREBOUNTY.COM COUNTED CLOSE TO

12,000 vulnerability
disclosure methods
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REWARD_23 DAYS

TRIAGE_15 DAYS

1ST RESPONSE_2.8 DAYS

FIX_44 DAYS

REWARD_16 DAYS

TRIAGE_11 DAYS

1ST RESPONSE_1.7 DAYS
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• NORTH AMERICA  5%

• AFRICA  4%

• SOUTH AMERICA  2%

• OCEANIA  1%

The timespan between identification and fix has shortened significantly in 2020, dropping 
from 109 days on average in 2019 to 44 days in 2020

2020 marks a year of increased adoption, forward-thinking organisations join YesWeHack

75% OF VULNERABILITIES ARE PAID

in less than 24 hours
AFTER BEING ACCEPTED

87% 
OF VULNERABILITIES
ARE REWARDED
within 28 days 
AFTER THEIR SUBMISSION
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2020, a year of exponential growth

YesWeHack is trusted by organisations all over the world

Bug Bounty is gaining fast traction across industries

Fast remediation reduces the risk of a security incident

For the most part, the top vulnerability types have stayed fairly consistent over the years

Our Chrome and Firefox browser plugin makes vulnerability 
disclosure policies easy to find

2021 will see a global adoption of vulnerability disclosure policies across all industries: 
vulnerability reduction goes mainstream


